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Our vision:
Context-specific MAC protocol

(dynamically installed at run-time)

Hello, may | associate?

—————————————— > “'-__
[using a legacy protocol, e.g. DCF] - =
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Our vision:
Context-specific MAC protocol

(dynamically installed at run-time)

Please Install this radio protocol
stack
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Our vision:
Context-specific MAC protocol

(dynamically installed at run-time)

Monitor and detect Context
changes (interf., traffic,
Here’s a new context specific
protocol stack! e

hidden nodes, neighbors, etc)

Let’s reconfigure
terminals to best fit
new condition

Whole radio protocol
as a sort of JAVA applet
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Motivation: one size does not fit all
different needs; many exploitation opportunities

= Dynamic spectrum access
—>Very diverse situations (e.g. countries)

—>very diverse environmental conditions
» Dense/sparse, hidden terminals, legacy deployments, etc

—> Different propagation characteristics
» Sub-GHz, THz

=>Niche environments with specific needs
—>home, industrial, M2M, ...
—> Adaptation to specific context or applications
=>»Virtualization, access network sharing
—-> Multi-tenancy

—> Multiple coexisting applications
» M2M and H2H over same access network...

= And many more...
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Rediscovering the wheel? We
do have SW defined radios!

= from radios with behavior fixed in
hardware to radios with behavior
determined by software

=>20+ years long research path;
excellent technologies

=E.qg., restricting to research/academic platforms:

- AirBlue, CalRadio, GNURadio, RUNIC, SORA,
USRP, WARP, ...

=Permit to SW program «almost everything»
—->Waveforms, PHY, MAC, etc
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No: there is a serious concern!
Mostly neglected so far...

=> Different platforms/vendors = completely
different programming models and languages!

= Either force ALL to use the same platform
= Or port your protocol code for all possible platforms (a babel!)

= Quoting C. Partridge, “realizing the future of
Wireless Data Communication”, Commun.
ACM, 2011 [talking about the transition from HW to SW
radiof:
= ... [we] are all imperfectly prepared to take advantage; research
on vital questions has been extremely variable, with wonderful work

(such as finding the right mix of programmable hardware to support
high performance signal processing in radios) undermined by

almost complete neqlect - such as how to describe radio
behavior independent of platform[...].
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Our key idea: turn NIC into a
«wireless MAC processor»

Wireless MAC «programy,
user-written via a platform-
agnostic «language»

API: MAC
- . - - . - ‘ programming
Wireless Card Wireless MAC Processor! abstraction
Pégfﬁfg’.' MAC protocol Engine
Other MAC

PHY

‘ Pre-implemented

‘ Pre-implemented
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How to? mimic an ordinary
computing system!

=> 1: Instruction sets
perform elementary tasks on the platform

—> A-priori given by the platform

—>Can be VERY rich in special purpose computing platforms
» Crypto accelerators, GPUs, DSPs, etc

= 2: Programming abstraction & languages
sequence of such instructions + conditions

= Convey desired platform’s operation or algorithm

=> 3: Central Processing Unit (CPU)
execute program over the platform

= Unaware of what the program specifically does
= Fetch/invoke instructions, update registers, etc

Clear decoupling between:
- platform’s vendor -> implements (closed source!) instruction set & CPU
- programmer -> produces SW code in given language
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1: Which elementary MAC tasks?

(“our” instruction set!)

= ACTIONS

= frame management, radio control, time scheduling

—->TX frame, set PHY params, RX frame,
set timer, freeze counter, build header,
forge frame, switch channel, etc

= EVENTS

= available HW/SW signals/interrupts

—>Busy channel signal, RX indication,
Inqueued frame, end timer, etc

= REGISTRY CONDITIONS

= boolean/arithmetic tests on available registers/info

—>Frame address == X, gqueue length >0,
ACK received, power level <P, etc

Set of supported Action, Events, and conditions = MAC programming API!
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Current API (version 2.0)

events actions conditions
CH_UP rx_header() channel
CW_DOWN rx_msdu() antenna
RX_PLCP_END tx_start(prm) power

RX MAC _HEAD END extract_bk(reg, prm) rate

RX_END start_ifs(reg) AGC
RX_ERROR update_cw(reg, prm) queue
TX_START repor_to_host(prm) txrx_on
TX_END start_ctrl_ifs(prm) bk_slot

QUEUE_OUT_UP
IFS_EXPIRED
END_TIMER

set_timer(reg, prm)
set_channel(reg)
write(queue, reg, prm)
read(queue, reg, prm)
set(reg, prm)

get(reg, prm)

incr(reg, prm)

rXx_chksum
busy_time
CW_prms
+ protocol
variables
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2: How to compose MAC tasks?

(“our” programming language!)

= Convenient abstraction: XFSM
eXtended Finite State Machines

= Compact way for composing available actions, events
and conditions, to form a custom MAC protocol logic

Origin
state

EVENT
(condition)

Action()

Destination

state

config action() y

~

Destination

state

~

J

Destination

state

~

AFSM formal notation

meaning

J
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5 | symbolic states MAC protocol states

[ | input symbols Events

U | output symbols MAC actions

[} | n-dimensional all possible settings of n
linear space configuration registers
D =---x Dy

F | set of enabling func- Conditions to be wveri-
tions f; : [ — fied on the configuration
{0, 1} registers

U | set ol update func- Configuration COIm-
tions u; : [ — [} mands, update regis-

ters’ content
T | transition relation Target state, actions

' : 8SxFxl =
SxUx0

and configuration com-
mands associated to
each transition




XFSM example: legacy DCF

simplified for graphical convenience

MED I:u'-.TH. CONF
WAIT_ACK T
set n'merr.-.m ]".l.l.lEEIH'I':I

EMD TIHEH

RCV 1]11-IEH
upcare_cw()

END_TIMER

WAIT_DNFS_BK

freeze._bk{)
CH_DOWN IDLE e
QUELE_OUT UP GUELIE_OUT_ U

[MEdium == Busy] F;H?m“:e;mbgéﬁj

CH_UP
Siop_tme)

WAIT_DIFS_NO_B

Actions:

set_timer, stop_timer,
set_backoff,
resume_backoff,
update_cw,
switch_TX, TX_ start

Events:
END_TIMER,
QUEUE_OUT_UP,
CH_DOWN, CH_UP,
END_BK,
MED_DATA_CONF

Conditions:
medium, backoff,
queue
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3: How to run a MAC program?
(MAC engine — XFSM onboard executor - our CPU!)

=>MAC engine: specialized XFSM executor
(unaware of MAC logic)

= Fetch state

= Receive events

= Verify conditions

= Perform actions and state transition

= Once-for-all implemented in NIC
(no need for open source)

=“close” to radio resources = straightforward real-time
handling

= Different MAC protocol = different “XFSM program”!

Giuseppe Bianchi



Programming your MAC:
1- graphical XFSM editor

|
bk ‘
£ (009 - RX_END)
queue € ! (020~ RX_FRAME REQUIRE ACK)
(TRUB
A s 000~ NO_ACTON »
clock RX_PAYLOAD
T E:joms-rewn
C :[020- RX_FRAME_REQUIRE_ACK]
(FALS!
A< QED-NO_ACTON >
cw
bk_slot (
£ [Qu00 - NO_EVENT)
€ [0 - NO_EVENT) C 1020 - RX_FRAME_REQUIRE_ACK)
C (020 - RX_FRAME_ REQUIRE_ACK) ar
; (FALSE) <0016~ ,
CWmin A+« D00~ NOACTONS \\ A< (x16-CONTROL_FRAME SCHEOULE
CWmax
CHECK_RX_FRAME
CWincr £ (029 - RX_MAC_HEADER_END)
A e 009 - RX_MSOU »
CWdecr

MAC Variables

WAIT_END_ACK

£ [ONIC - TX_END]

A« 000~ NO_ACTION »
£ (009 - RX_END)
C 1 {021 - RX_FRAME_MY_ACK)

(TRUB

A« QIOA - UPDATE CW»
A2 < OO - REPORT_TX_STATUS »

R

/

E:[00D - QUEUE OUT_UP]

C - [Ox11 - BACKDFF_VALUE!=D]
(TRUB

A< (0D - START_FS»

DLE

£:[008-PLCP_END)
A« 008 - RX_HEADER »

E: {000 - QUEVE OUT_UP]
C - (On11 - BACKOFF_VALUE!=0]
(FALSE
A i« OQE- EXTRACT_BK»
« 000 5START_IFS»

RX_HEADER

W E:[008-PLCP_END)
A« D08- RX_HEADER »

/ R
\
(aa PLCP_END)
« 008 - RX_HEADER »

RX_ACK '
)

b

£ (029~ RX_MAC_WEADER_END)
A< 008 - RX_MSOU >

i

RX_HEADER_ACK

e

/

£ [002- RX_END)

C : {021 - RX_FRAME MY _ACK]
FALSE

A« QA - UPDATE CW>

< QOE - REPORT_TX_STATUS »

~—

£ [O0A-ACK_TIMEOUT) \
A -« OO - UPDATE CW»
A2 < (M0E - REPORT_TX_STATUS »

WAIT_ACK

E:[OxIC - TX_END)
C 2 [Or1D - gei(TX_QUEVETYPE)==PARAM]
(TRUE E: [OxiC - TX_END]

A« ODE- REPORT_TX_STATUS » e: [cnn gnm OUEU!TYlB--PAMIl]
/ A ‘um no ACTON»

|

= + E:[0m2-IFS_BXPIRED]

BACIOFF

A< 02-START_TX >

DCF example: define custom variables and state transitions with associated A/E/C
chosen among those provided by the API
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2- transform XFSM in bytecode

= MAC description:

= XFSM ‘l MAC protocol specification:
G XFSM design

(e.g. Eclipse GMF)

= XFSM - tables A . c {}
A T(A,B) Machine-readable code
B T(8,0)
C T(CA) | T(CB) Custom language compiler
= Transitions
= «byte»-code event, condition, action ~ Code injection
>Portable over different vendors’ in radio HW platform
devices, as long as API is the same!! N
= Pack & optimize in WMP «machine- MAC Bytecode @ |
language» bytecode NE MAC Engine /7
(A,B)
B | T(B.C)
C [T(CA) |T(CB)
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Machine Language Bytecode Example
(DCF, 544 bytes)

Memory Memory Description
AR SS e -eennnennn..Initial State Descriptor_
0x0BCO: * 0100 FFFF 0B00 0014 ASFF 6ADA 0014 ASFF!
0X0BDO: 1 6ADA 6C00 80A4 FFOO FF00 3600 80EE FFO004
0x0BEO: § 0000 0000_0000_0000_0000_0000, 0000 0000;

00 01 02 ‘ Coded state machine
0x0C00: ¥ 0100 0100 0100 04010108 0508 1COL O10Bs
0x0C10: * 010B 3001 010D 0200 FFFF 5101 010E 030D,
gxoczof 10000 0100 010F €100 0102 0602 EL00 0106} o0 Bo o ooovrson
x0C30: | 0106 0401 0108 0508 1CB1 010B 030B FFFFr o =& J ="
0x0C40: ' CDOO 0104 OEOC 0000 0108 0DO0 FFFF OEOL, o' oo " Toc 0cos = trans. 1
0x0C50: 1 0109 0909 1CO1 010B ODOBFFFF C700 0103 ' o7 o1onl0108 = trane. o
0x0C60: } 0C03 E100 0106 0106 FFFF 6601 0110 16004 5007 010010200 = trane. 3
0x0C70: # 0000 0100 0100 FFFF 0E01 0109 0109 1CO1} p-—- - delimiter
0x0C80: 3 010B 010B FFFF 5F01 010F 0AGQ 0000 0100"
0x0C90: ' 0D00 FFFF €100 0102 0A02 C700, 0103 0BO3. o
0x0CAO: + E100 0106 0D06 FFFF D300 01050D05 El00'  Transition 1
0x0CBO: y 0106 0D06 FFFF D300 0105 0705 B100 0106+ 0401 = event pointer
0x0CCO: * 0106 FFFF 6D01 0111 1800 0000 0100 0100, 01 = event parameter
0x0CDO: » 0000 0100 0D10 7401 0112 1512 0009 oloo* 08 = event index
0xO0CEQ: ; 1111 9601 0113 0513 0000 0100 050000003 05 = target state
0x0CF0: ' 0100 0304 E100 0106 1206 0401 0108 Q508, 08 = action
0x0D00: & 1CO1 010B 120B FFFF A901 0115 0100 B401'
0x0D10: ! 0117 1200 0000 0100 0100 0000 0100 1214.
0x0D20: * B901 0118 0310 0000 0100 0300 0401 0108
0x0D30: 4 1708 1501 010A 010A 1CO1 010B 010B C501%  State 01
0x0D40: § 0119 0800 0000 0100 0500 3001 010D 02004 02 = transitions offset (9 bits)
0x0D50: » 0401 0108 0508 1CO1 010B 180B CBOl 011A! "E - EEEFE delimiter
0x0D60: 3 0200 0000 0100 0100 0000 0000 0000 0000®
0x0D70: * 0000 0000 0000 0000 0000 0000 0000 0000,
0x0DB0: ¥ 0000 0000

» 00 01
0x0D90: 1 00F0 O3FE
| ]

0x0DAO: & 0000 0000
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3- upload <MAClet» on device

= Developed local control agents

= Can upload via PC interface or via packet (akin to active networks)

= Manages two state machines

= Can upload while another MAC is running

= WMP Control
Primitives
= load(XFSM)
= run(XFSM)
= verify(XFSM)

= switch(XFSM1, XFSM2,
ev, cond)

= Further primitives

= Synchro support for
distributed start of same
MAC operation

= Distribution protocol

load()
__________ MAClet
MAClet MAClet € —m— - — : Controll
repository Manager - = = = yrun() : : ontroller
A ; : ! High-level logic
DATA SAP () N 1 ' ! ™) XFSM SAP
_ v ~
Registers | | L
| T
: | - !(2) Incoming bytecode
Data Memory | | XFSM 8105 _\ L -
| I'| engine -+ (1) Running bytecode
Interrupts | | verififi) Ji[]}
| : bootstrap(i)| = | Micro-Instruction Memory
i |
Operations [ I Wireless MAC Processor
| |
.
Reception Transmission
— i Platform

—-—--—‘-‘..F.‘

o

~=-->

“Bios” state machine: DEFAULT protocol (e.g. wifi) which all terminals understand
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4- switch from «old» to «<new» MAC

Permits MAC «multi-threading»!! Switching time = less than 0.2 us over cheap broadcom!
(plus channel switching time if required)

RSS! [dBm]

RSS! [dBm]

MAClIet switching

|
MAClet 1

S5O S DOF e TDMA

|
MAClet 2

185 195 200 205 210
Time [ms]
20 Channel Hopping MAClet Switching
) i\/IACIet 1 f l MACIetiz l Mi&CIet 1 ‘
50 - DCF-CH-G- Sl ----TDMA-CH8----------- e DCFCH6 - - - —
< el ol || ||| A e
A A (N [ R I R T 1 N Pl A R SRRISHERR (EX I EEES RN R B 158 (RN R RIS AN

200 250 300 350 400
Time [ms]

450

500

550 600



MAC protocols’ virtualization

time slicing of different MAC protocols on same device/channel

[Time «slice» dedicated to OP,, best effort traffic = chooses DCF-like ]

RSS| [dBm)]

=

M «slice» dedicated to OP,, guaranteed traffic = chooses TDM-like ]

7O U % U DU L/ A

1 1 | 1
I
i R
En
>

1
= |
=
||-.".r
-
L
n
o
|
L[}

trivial idea, isolation guaranteed, any (custom) MAC protocol in any tenant’ slice...
but today hard to implement (and non standard)
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Two proof of concept implementations

PLATFORM

OUR GOAL

= Ultra-cheap commodity WLAN NIC:

Broadcom Airforce54g 4311/4318

= Implementation at a glance:

= Deleted original 802.11 firmware

- we do NOT want a “firmware MAC” to

hack!
= Replaced with [once for all developed in
assembly language]:

- Implementation of actions, events,
conditions (in part reusing existing HW
facilities)

—> Implementation of a MAC engine (XFSM
executor)

=> Show viability on commodity
HW cards with poor resources

= general purpose processor (88 MHz),
= 4KB data memory
= 32 KB code memory

= WARP SDR board
= Much more powerful

= Not easy: required to «clean» several
existing inter-dependencies among
primitives

= Paves the road towards future
PHY/MAC extensions

= Antenna control, OFDM, MIMO, etc
= Show portability of MAC programs

= With same API, MAC programs for Broadcom
perfectly install and run on WARP!!
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SDN-like controller
(adapting the OMF framework)

Configuration

parameters T

Measurement process

Resource Controller
Manages device (load, control)

APP
{

\

N ¢
%E

Experiment Controller

“...| Network-wide orchestration

e ————
OS5+WMP
firmware

WMP prototype
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[ ) [ ) ( )
Public-domain N K

= Supported by the FLAVIA EU FP7 project
= http://www.ict-flavia.eu/
= Ongoing integration in the CREW EU FP7

federated testbed ‘?)u)))
= http://lwww.ict-flavia.eu/ - *d»)f“
\J\‘ ")))
. . CREW ¥
=» Public domain release
= Project page: http://wmp.tti.unipa.it
= Download: https://github.com/ict-flavia/Wireless-

MAC-Processor

= Released distribution: I
SEVENTH FRAMEWORK

= Binary image for WMP PROGRAMME

= You DO NOT need it open source!
Remember the “hard-coded” device philosophy...

—> Conveniently mounted and run on Linksis or Alix
= Source code for everything else
= Manual & documentation, sample programs
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Conclusions and Future steps

=> Platform agnostic Wireless MAC protocol programming is
technically possible (and viable)

= Key insight: XFSM as MAC programming abstraction

= Decouples wireless innovation from their deployment
= Vendor's role: improve wireless primitives implemented in the card

= QOperator/deployer’s role: «use» primitives available to program the desired wireless
access operation

= Permits context-specific MAC protocols
= Upload at run time the «most appropriate» protocol for your specific environment

= What about wireless PHY and cross-layer?

= Open challenge: programming PHY radio behavior using platform-agnostic
abstractions

- XFSM appear not sufficient; must integrate DAGSs?
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